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Contact

To learn more about Intella® please contact your Vound representative
listed below or an Intella Channel Partner.

o U.S. East, Latin & South America ¢ U.S. West, Canada
Natasha Lockhart George Pencak
natasha@vound-software.com George.pencak@vound-software.com
Skype: nlockhartog Skype: computerforensicsales
Office: +1 801-0704-9140 Office: +1 818 570 3177
Mobile: +1 801-367-2169 Mobile: +1 818 282 2994

e Europe ¢ Asia-Pacfic Region
Curt Fall Peter Mercer
Curt.Fall@vound-software.com Peter.Mercer@Vound-Software.com
Skype: curt.fall Skype: forensicsmatter
Office: +31 (0)64 205 1264 (NL) Office: +61 2 9451 3819
Mobile: Mobile: +61 419 892 600

¢ Major Accounts
Tom Ballance

tballance@vound-softwware.com
Skype: tballance

Office: +1720-746-0408

Mobile: +1 303-919-0709

We will be pleased to provide additional information about Intella and
schedule a demonstration at your convenience.

For user and technical support please visit our website at:
www.vound-software.com
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The information in this Getting
Started Guide is subject to
change without notice. Every
effort has been made to ensure
that the information in this
manual is accurate. Vound, LLC
is not responsible for printing or
clerical errors.

VOUND, LLC PROVIDES THIS
DOCUMENT “AS IS” WITHOUT
WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED
AND SHALL NOT BE LIABLE
FOR TECHNICAL OR
EDITORIAL ERRORS OR
OMISSIONS CONTAINED
HEREIN; NOR FOR
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CONSEQUENTIAL DAMAGES
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FURNISHING, PERFORMANCE,
OR USE OF THIS MATERIAL.

Other company and product
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copyright laws.
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only and constitutes neither an
endorsement nor a
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regard to the performance or use
of these products. Under the
copyright laws, this manual may
not be copied, in whole or in part,
without the written consent of
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Your rights to the software are
governed by the accompanying
software license agreement. The
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logo for commercial purposes
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trademark infringement and
unfair competition in violation of
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All rights reserved by Vound, LLC,
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Welcome to Intella®

Intella is an investigation and eDiscovery tool for email and electronically
stored information. It is ideally suited for use by enterprise, law
enforcement, regulatory agencies, and law firms in civil, criminal, or policy-
related investigations. Intella is an excellent tool to use in the preparation
of electronically stored information for discovery.

Intella’s powerful indexing search engine and its unique visual presentation
will enable you to quickly and easily search and review email and
electronically stored information to find critical evidence and visualize

relevant relationships.
With Intella, you can...

¢  Gain deeper insight through visualization

e Search email, attachments, archives, headers, and metadata

e Drill deeply using Intella’s unique facets

e Group and trace email conversations

e Preview, cull, and de-duplicate email and data

e Export results in a variety of formats for reporting, follow-on
investigation, e-discovery, or later use

@ Intella Demo - Intella 250 GB 15 =)
File Sources View Export Help |
fatexh e ) Qo e » @
nd -
Search
O search v | [ ¥ options 2, look 16 %
e A see s X
— find 0 X
[ ——
—_— == Include:
A Veyword Lsts =
i+ Tos Exclude:
r— | —
o Location o
) Date
& Trve
7 Author
& Enal addhess.
Language =
5 TEAM-Demo (49)
% Outlook-80-Chinese-Passwq
team-demo.pst (1
% () <RECOVERED>
a
) searchront . — _
1) SPAM Search Folder 2 Jalsak A3 resuks. S
=-(J Top of Outlook datafle | H ip00y  (ocation Type Sze Subject Name
[ ot T TENsomoluonk . P adesion s 2518 Srem st
S ] 2 TEAMOemo/Outiock-50...Personal Foders/irbox & Emal Message 35KB 24 newmessages in 8topics - ..
G3de ] 3 TEAMDemo/Ouiook-80...Personsl Foders/irbox & Emai Message 127KB Digg- 34 new atces
vt T] 4 TEAMODemojOutook-S0...Personal Foidersftrbax & Ema Message 4948 24 new messages in 9 topics - .
@ bactod Rima ] 5 TEAM-Demo/Ouock-80...Persondl Folders/irbox |+ Emal Message 4248 24 new messages in 14 topics -.
o ] &  TEAMOemojOuook80.. Personal Fokdersfinbox & Emai Message S1KB 23 new messages in 13 topics -..
f 7 18] Emadessage S3K8 25 new messages n 10topkcs -
9] Search subfolders 8 TEAMDemo/Outiock-80... Personal Foders(lrbox |+ Emai Message 3448 25 new messages n 10 topics -
5 [ 9  TEAMDemo/Outock-80.. Persond Folders/inbox & Emal Message 37KB 25 new messages in 10 topics -...
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About this guide

The purpose of this guide is twofold:

1. To help you install Intella on your computer
2. To start a simple Intella case

We want your first experience with Intella to be positive and productive.
Intella is exceptionally intuitive and easy to use. However, there are
prerequisites and conditions necessary for a trouble-free and successful
installation.

WE RECOMMEND YOU READ THIS GUIDE CAREFULLY
BEFORE YOU PROCEED.

PAY PARTICULAR ATTENTION TO THE IMPORTANT NOTICE
ON THE NEXT PAGE.

Following are the sections of this Getting Started Guide:

2.
Downloading
and installation

1. Before
installation

3. Setting up a 4. Adding
case sources

8. Using facets 7. Searching 6. Working 5. Explaining

to filter data with Previewer main window

9. Visualizing 10. Tagging 11. Exporting
relations results results
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Important: Vound uses HASP Software Rights Management software and a
USB dongle to protect its intellectual property. Vound offers, on a time-
limited basis, a fully functional evaluation copy of Intella that does not
require a dongle.

As a result, please be aware of the following restrictions and conditions
when installing Intella:

Virtual machines

The evaluation version of Intella WILL NOT run in a virtual machine (VM)
environment. A “stand-alone” machine is required. This applies only for
the evaluation version. Intella will run in a VM environment using a
dongle.

EnCase and other HASP protected software

Vound and Guidance Software (and others) protect their intellectual
property rights using the same HASP SRM software. As a result, a conflict
will occur if you attempt installing Intella while EnCase or other HASP
protected software is running. Therefore, it is necessary to close EnCase or
other HASP protected software before installing Intella. Once Intella is
installed on your computer, both products can run at the same time.

Anti-virus software

Certain anti-virus software, specifically AVG, have prevented or interfered
with the installation of Intella. Therefore it is recommended that you
disable any anti-virus software before installing Intella.

If you encounter a HASP-related error or conflict and are unable
to proceed with the installation, please contact a Vound Support
at: support@vound-software.com.
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1 Before installation

Following are the minimum recommended hardware and software
requirements for optimal performance of Intella:

e Operating systems
Intella is supported on the following operating systems:
Windows 2000, 2003, XP, Vista, Windows 7.

e Hardware configuration
The minimum hardware configuration is Intel Pentium 4 CPU,
2 GHz with 2 GB RAM.
Recommended hardware configuration is Intel Core Duo CPU with
4 GB RAM.

e Handling NSF files
In order to index IBM® Lotus Notes® NSF files, Lotus Notes 8.5 or
higher is required. Simply download and install the Lotus Notes
trial version and have it available on the computer, unused. When
indexing, Intella will access the required portions of Lotus Notes.

Vound uses HASP Software Rights Management software and a USB =
dongle to protect its intellectual property. There are two types of HASP L’

SRM licenses available with Intella:

e Evaluation License
The evaluation version of Intella is a time-limited, fully functional
version of Intella. It automatically expires after 14 days of use. The
license is included in the evaluation copy download.

e Commercial License requiring a USB dongle

At the purchase of Intella, an Intella dongle will be provided to
enable use of Intella.
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2 Downloading and
installing Intella

A fully functional, current version of Intella can be obtained by visiting the
Vound website at: www.vound -software.com. Complete the download

request form at: http://www.vound -software.com/download -request

After review and approval of the request by Vound (for spam prevention
and intellectual property protection purposes) you will be sent an email
with the download link and instructions.

1. Download Intella from the provided link.

2. Double-click the downloaded .exe file to launch the Intella installer.

3. Accept the software license when prompted.

4. The default location to store Intella application files is:
C:\Program Files\Vound\Intella.When prompted, either
accept the default or make your own preferred assignment. All files
will be extracted to that location and an Intella shortcut will
(optionally) be placed on your desktop and in your Start menu.

5. The application folder contains an executable called “Intella.exe”
that can be used to launch the application. The desktop icon and

Start menu shortcut will also start the executable.

6. Intella will launch and open with the Case Manager window
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3 Setting up a case

The Case Manager window is the first window (@ me cuetisger =@
that appears when Intella is launched. Using @ Intella 100 GB 1.5 Votind
the Case Manager window, you may: lom e o [t s C:u
e Add anew case %
e Browse for previously created and ——
saved cases and open them %
e Remove and edit a case -
To create a new case, in the Case Manager S [ )
window: :
1. Select “New...”
2. Assign the new case a name bt (%]
3. Optionally, enter a description e Cose 1 |
4. By default Intella will place ALL case- Pespin | <opon >
specific data in a folder located here: Investigator | John ]
C:\<username> \App Data\Roamin Datafolder | C:\Dacuments and Sebtings} <username > Application Datayinkelal
g\Intellal\cases\demo
Alternatively, you may, using [5] Open case invedatel
“Browse...” select another location
(including a thumb drive, etc.)

5. Select “Open case immediately”
When you click “Ok” Intella will set up the case
7. The next screen will be the “Add New Source” screen

Note: The default location is: C:\<username>\AppData\Roaming\ Intellal\cases\
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4 Adding sources

Sources are added to Intella with the “Add W Add New Source &
New Source” wizard. You can start this Source Type Voiind
WizaI‘d by Clicking CTM+N. Select the type of source you wank ko explore:

Select the source type you want to index [ oram

fzg ) M5 Qutlook file (PST, 05T}

[';g () M5 Outlook Express DB file

from the following source types:

e Folder :

e MS Outlook file (PST, OST) O Otonsnmsrr e

e MS Outlook Express DBX file 3 Ot

e Lotus Notes NSF file -2 O e ez

e Mbox file

e IMAP account —

Tip 1: If you have a folder of user created files, such as MS Word
documents, MS PowerPoint presentations, PDF's, and MS Excel
spreadsheets, select “Folder”.

Tip 2: If you have multiple email archive files, for example a collection of
PST files in a folder, select “Folder” and Intella will index the contents of
the email archive files automatically.

Tip 3: It is also possible to index a folder containing a combination of user
created files and email archive files.

The wizard will ask you the following questions (example given for File
source types):

1. Specify Folder: Enter the location and name of the file or folder that
you want to investigate.
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2. Size Limit: Specify the maximum allowable size for the files to be
included.

3. Source Name: Next, you are requested to enter a name for the
source.

4. Hashes & Duplicates:

a. MDs5 hashes will enable Intella to filter duplicates from the
search results.

b. The Calculate number of copies option lets you see the number
of copies for each indexed item. It requires MD5 hashes to be
calculated.

¢. The Calculate near-duplicate hashes option lets you retrieve
results that are very similar to a selected result.

5. Options:

a. Select Index archives if you want Intella to index files inside
archives such as ZIP and RAR files.

b. Select Index images inside documents if you want to extract
images embedded in MS Office and OpenOffice documents
to make these images separately searchable and viewable.

c. Select Cache images if you want to see images in the
Thumbnail viewer.

6. Completed Source Definition: You may optionally start indexing
the source. This is required in order to be able to search and
explore the files in this source.

After completion, the source is added to the location facet. Each source
or folder in the location facet can be included or excluded from the
query using the search button options.
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(] <RECOVERED> (35)
(] IPM_COMMON_VIEWS
(] 1PM_VIEWS
(] ItemProcSearch
(] Reminders
(] search Root
(] SPAM Search Folder 2
(] To-Do Search
(] Top of Personal Folders (625)
(] calendar
(] Contacts
(] Deleted Items
(] Drafts (1)
#- (] Inbox (621)
(] Infected Items
(] Journal
(] Junk E-mail
(] Notes
(] outbox
(] RSS Feeds
(] Sent Items (3)
(2 Tasks
(] Tracked Mail Processing
team-demo.pst (33)
(] <RECOVERED>
(] ItemProcSearch
(] Search Root

I

| Search subfolders

L search | ¥

Include
Exdude




5 Explaining the main
window

Search panel is the
place to enter a word

Cluster Map panel
or phrase to search for.

shows how search
results are connected
; to parts of the query.

i Am—— 2 Cluster Map- D Barben (B
- S :

CB15

Intella Demo - Intel

File Sources View Export Help

find - ) _
{,4" Searches
. A see 544 M
- %, find 204 X
Includes
4, Keyword Lists B
& Tags [l Excludes
MDS5 and Message Hash
Location 3 Stop |
(%) Date i
& Type
2 Author

5 Email Address
=/ Language

v| h
5] TEAM-Demo (49) Selections panel
) Outlook-80-Chinese-Passvi« Facet panel ShOWS a

| team-demo.pst (1) list of facets. The facet

(] <RECOVERED>

L e values of a selected
facet are shown below

shows user’s queries.

<] search Root
(] SPAM Search Folder 2
=] Top of Outlook data file

Type Size Subject Name
-] Deleted Items = = = 3 5
& Inbox (1) ] /Outlook <1sonal Folders/Inbox o] Email Message 28 KB 25 new messages in 9 topics - ... -
] Attachments [[] 2 TEAM-Demo/Outlook-80...Personal Folders/Inbox &) Email Message 35KB 24 new messages in 8 topics - ... El
¢ Joke [[] 3  TEAM-Demo/Outlook-80...Personal Folders/Inbox ¢ Email Message 127 KB Digg - 34 new articles
] Photo's [[] 4  TEAM-Demo/Outlook-80...Personal Folders/Inbox & Email Message 49KB 24 new messages in 9 topics - ...
“ ) Infected Ttems [[] 5  TEAM-Demo/Outlook-80...Personal Folders/Inbox ¢ Email Message 42KB 24 new messages in 14 topics -...
| —m—— S [[] &  TEAM-Demo/Outlook-80...Personal Folders/Inbox &) Email Message S1KB 23 new messages in 13 topics -...
| o7 TEAM-Demo/Outlook-80...Personal Folders/Inbox @] Email Message S3KB 25 new messages in 10 o,
Search subfolders s TEAM-Demo/Outlook-80...Personal Folders/Inbox o Email Message 34KB 25 new messages i1 10 Loo Y, .
N [7] 9  TEAM-Demo/Outlook-80...Personal Folders/Inbox z Email Message 37KB 25 new messages if 10 D:etalls <Pa el shows a
p S¢ 7 T‘\ 4n_ TEAM.NamnlNiHanl.20  Dareansl EnldarelTnhay 0 o sil Mascans table, |]St, thumbnail or
L \ timeline view of the
results in a selected
cluster.

Facet Value shows
the values or setting of
the facet chosen.
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6 Explaining the
Previewer window:
previewer e s dole e,

p
‘ Re: debian how-to

N\280f% )

| Review L Explore Produce

| o @ IM AufoAdvml
. | ® | W s & |}
Previewer actions: -  Next Tag 5 matches

click Review, Explore i
or Produce to see

aton Tag Matches
Previewer actions ron: David <davidpalmer @westnet.com.au>
To: debian-user @lists.debian.org Item summary:

Subject:  Re: debian how-to shows summary of
Sent: December 31, 2007 3:08 PM important information

Received: December 31, 2007 3:15PM related to the item.
Source: Outlook-80
Location: TEAM-Demo/Outlook-80-Chinese-Password-Nested.pst/Top of Personal Folders/Inbox/Lcb =

oo @

Contents (5) | Headers | Properties | Tree | 1 Attachment | comments | words | Actions|

Douglas A. Tutty wiote:
On Sun, Dec 20, 2007 at 06:05:35PM -0800, Rick Dooling wrote:

3

Reference and Debian Help site, but I'm more
~ommon how-tos that most people would like to

ch as add mp3 playing ability, installing

ves or ntfs drives and so on, the sort of

11's Ubuntu How-To. I know that some work in both.
us if a similar thing already exists for Debian.
useful project to redo the Ubuntu How-To with
ian user.

Item tabs:
inspect an ite
contents, headers,
properties,
attachment:
thumbnails.

m

=ntation is already provided on how to do each of
| er tools are installed on the user's box, the most

|mportant skill for the new Debian user to have is howto find and use
the documentation.

Agreed! L

And not just documentation.

I've thought a number of times that the package description aspect of
the aptitude interface should include the path of the package concerned.
Also on the Debian site package description and the documentation -
surely that makes sense. .
Search term hit:

This would help a newbie get on top of the filing scenario much more .

iy Location of search 1

Found keywords: look, see, at, find terms in the text.
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7 Searching data

. . Search 2
1. To search for text, enter a query in the Search panel, and click —

the Search button. Pseach v

Searchin:
Text
[¥] Title / Subject
Summary & Description
Path & File Name
[7] Authors & E-mail Addresses
Message Headers
[¥] Comments

Check | uncheck all

Tip: Click the blue question mark in the upper right corner of the panel, to

see the "Keyword Search Quick Reference", an overview of all the operators

(AND, OR, NOT, fuzzy, proximity and more) available to you.

2. Besides keyword searching, the indexed items can be browsed &=
@, Keyword Lists t
by facets, which represent specific item properties. i T—
O
& Type =
. . . . 7 Author
Every facet organizes the items into groups (possibly 3 emal adaess
& Language
hierarchical) depending on a specific item property.
(] Encrypted
(] Unread (112)
(J Empty Document
(] Has Duplicates (61)
] Tagged (14)
() Flagged (3)
(] Commented
(] Previewed (12)
) Opened (1)
() Exported
Pseach
3. The Cluster Map shows search o o TOR P |
results in a graphical s ax

A see s X
Includes

Excludes
A frd 18 X

presentation. You see how
results are related to parts of

your inquiry. The overlap is
usually shown in the center of
the map.
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8 Browsing results

Intella's details panel allows you to show results in four different views:
Table, List, Thumbnails and Timeline.

1. Table view: See results in a o - 2
multi-column table. Add =

columns from a list, if you

like.
2. Listview: See a conventional [ — % e
search results list. S —,

e 2 123450788 s -

3. Thumbnails view: See

thumbnails of images in a

selected cluster. - - 0 E ! z_

B 83w

4. Timeline view: See email
Dot P & areeas % ] ) e

communication lines. - . C—

T — " .
B S5 \
1»:.,;.;:.“&4(....» s A
| cwomascsaon s LR ]

L s >
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9 Seeing relations

The Cluster Map shows search results in a graphical way. Since the Cluster

Map is a rather new way of presenting search results, this chapter helps you

understand it.

' Eo 9 » @,
.7 . Control buttons

Label or 3 see = control the

Results set Includes appearance of the

Exchudes Cluster Map.
4, find 185

Cluster with 358
items.

=T

Selections panel
shows a list of results
sets.

\ Cluster connected to
two results sets.

The figure above shows labels, clusters and items. The larger spheres are
clusters. They represent groups of items. Clusters contain smaller spheres
that represent individual items, like emails and files. Parts of the query,
shown as labels, organize the map. Every cluster is connected to one or
more labels.

Note: When a cluster contains more than 250 items, it is displayed as a single
sphere labeled with the number of items. The individual items are hidden. This

prevents clusters with large number of items from disturbing the usability of the

Cluster Map.
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10 Tagging results
i Add tags to 14 items ~— =50
|

Add a new tag: Choose existing tags:
[¥] Important
Non Rel t
De=crinton (optional): o ?n_ Rkt
r [ Privileged
Defined Tags shows a

list of tags. Select a tag

New Tag
Define new tag with a Add®
name and an optional \
description. | \

name to tag items.

When you select one or more items from the results table and open the
context menu (right mouse click), you can tag these items by selecting “Add
tags...”. You can also tag an item directly in the previewer window: go to the
Review tab and use the Tag button.

In the “Add tags” dialog you can select already defined tags, or define a new
tag with optional description. By clicking “OK” the marked tags are linked
to the selected items.

The tag functionality is also available in the Cluster Map: right-click on a
cluster or label and select “Add tags...” from the context menu.

Tip I: You can find all your tagged items in the "Tag" facet in the facet panel on
the left hand side of the screen. Select the desired tag name, click the Search

button and a cluster with items that have the selected tag is displayed.

Tip 2: You can find all the items that are tagged in the “Features” facet in the facet
panel. Select “Tagged”, click the Search button and all the items that are tagged

are displayed.
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11 Exporting

Options

Export to folder, to a
PST file or to a PDF
file..

results

[7] Keep location structure

[¥] POF
@ Export to individual files
[] Keep location structure
(©) Export to single file
Spiit the file in chunks of (MBytes)

File name  |export.pdf

[¥] Properties
fl Comments
W Link PDF to original format file

For every email include:
[7] Message body
[¥] Headers
[7] Attachment listing
[] Attachments content
For every file include:
Content as (mgmal view or extracted text .
[] Embedded items

g

[7] Keep location structure
[] Spiit the file in chunks of (MBytes)

Splitting the file improves stability and performance

File name export.pst
Display name  Intella export

Folder name  intella

Process selected files:

I Splitting the file improves stability and performance

@ Note on dates...

204815

_ESERIS0. e
Formats Destination folder
[¥] Original format 2 C:\Users\Peter\Desktop

Naming of original and PDF files
@) Use filename or subject
Use consecutive numbers
Startat | ~Q0000001-
- Prefix B
51 Show prefix and numbe;

Reports
[F]PDF
[FIRTF
[F]ecsv
[FH™ML

m

File name P:epcvri

Comment |

F page fi
Destination folder
Place where items
from the results list
are exported to.

When you right-click selected items in the table, you can export the
complete result of your search (including all the documents in the
table) to a location (a file) by selecting “Export Result List” in the
context menu (also available in the menu: Export > Export Result

List...).

Select a location for the file in the file selector dialog and/or select
that you want to export the results to a PST file for transport.
Specify whether you want to create a report for this export. You
must specify a file name and select a file type and you can add a

comment.
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