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Contact

To learn more about Intella™ please contact your nearest Vound
representative listed below or an Intella Channel Partner.

e USA, Canada and Latin America
Natasha Lockhart
natasha@vound-software.com
nlockhartog (Skype)
+1 801-704-9140
+1 801-367-2169 (mobile)

* Europe, the Middle East and Africa
Jeroen Wester
jeroen.wester@vound-software.com
jeroenwester (Skype)
+31 6 1851 7224 (mobile)

* Asia-Pacific Region
Peter Mercer
peter.mercer@vound-software.com
forensicsmatter (Skype)
+61 2 9451 3819
+61 419 892 600 (mobile)

We will be pleased to provide additional information concerning Intella and
schedule a demonstration at your convenience.

To become an Intella reseller, please contact us!

For user and technical support please visit our website at:
www.vound-software.com.
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The information in this Getting
Started Guide is subject to change
without notice. Every effort has
been made to ensure that the
information in this manual is
accurate. Vound, LLC is not
responsible for printing or clerical

errors.

VOUND, LLC PROVIDES THIS
DOCUMENT *“AS IS” WITHOUT
WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED
AND SHALL NOT BE LIABLE FOR
TECHNICAL OR EDITORIAL
ERRORS OR OMISSIONS
CONTAINED HEREIN; NOR FOR
INCIDENTAL OR
CONSEQUENTIAL DAMAGES
RESULTING FROM THE
FURNISHING, PERFORMANCE,
OR USE OF THIS MATERIAL.

Other company and product names
mentioned herein are trademarks of
their respective companies. It is the
responsibility of the user to comply

with all applicable copyright laws.

Mention of third-party products is
for informational purposes only and
constitutes neither an endorsement
nor a recommendation. Vound
assumes no responsibility with
regard to the performance or use of
these products. Under the
copyright laws, this manual may not
be copied, in whole or in part,
without the written consent of
Vound, LLC.

Your rights to the software are
governed by the accompanying
software license agreement. The
Vound logo is a trademark of
Vound, LLC. Use of the Vound logo
for commercial purposes without
the prior written consent of Vound,
LLC may constitute trademark
infringement and unfair competition

in violation of federal and state laws.

All rights reserved by Vound, LLC, a
Delaware company. Intella™ is a
trademark of Vound, LLC.

Vound, LLC
270 Presidential Drive
Wilmington, Delaware
19807 U.S.A.
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Welcome to Intella

Intella is an investigation and e-discovery tool for email and electronically
stored information. It is ideally suited for use by enterprise, law
enforcement, regulatory agencies, and law firms in civil, criminal, or policy-
related investigations. Intella is an excellent tool to use in the preparation
of electronically stored information for discovery.

Intella’s powerful indexing search engine and its unique visual presentation
will enable you to quickly and easily search and review email and
electronically stored information to find critical evidence and visualize
relevant relationships.

With Intella, you can...

e  Gain deeper insight through visualization

¢ Search email, attachments, archives, headers, and metadata

e Drill deeply using Intella’s unique facets

e Group and trace email conversations

e Preview, cull, and de-duplicate email and data

*  Export results in a variety of formats for reporting, follow-on
investigation, e-discovery, or later use

@ Intella13-beta - Case 1 ===
Eile Sources View Export Help
Search @ || Cluster Map DO @ - 8 m_
find -
Searches
—_— — — @, see 452 X
Facets & A, find 226 X
= Includes
|, Keyword Suggestions
@, Keyword Lists Excludes
) Locaton &
© Date
3 Tyee
2 huthor o
] Documents (2)
(] Files1. (3)
(] Fies2
() NSF file (18)
() PST file (37)
| Detals oresuts B [])) =) © 3
Flagged  Location ~ Tile | Subject Type Sie  Contentlas.. Source
B [indianstockmarket] MUCH ... Email Message 3KB Mar 1 PST file
| 2 Re: [indianstockmarket] M...  Email Message 3KB Mar 1 PST file I
| 3 bian|  Re: debian how-to Email Message 5KB Mar 1 PST file
g 4 EmailMessage K8 1PST e
Psexn A s 118 Pt
B & 418 PST fi
ST L) SKR_Mar 30. 200, PST fil =
{_Sources ¥ » K J
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About this guide

The purpose of this guide is twofold:

1. To help you install Intella on your computer
2. To start a simple Intella case

We want your first experience with Intella to be positive and informative.
Intella is exceptionally intuitive and easy to use. However, there are
specific prerequisites and conditions necessary for a trouble-free and
successful installation.

WE RECOMMEND YOU READ THIS GUIDE CAREFULLY BEFORE YOU
PROCEED.

PAY PARTICULAR ATTENTION TO THE IMPORTANT NOTICE ON THE
NEXT PAGE.

Following are the sections of this Getting Started Guide:

1. Before o 3. Setting up a

4. Adding

Downloading sources

installation and installation

case

8. Using facets 7. Searching 6. Working
to filter data A with Previewer

5. Explaining
main window

9. Visualizing 10. Tagging 11. Exporting
relations results results
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Important: Vound uses HASP Software Rights Management software and a USB
dongle to protect its intellectual property. Vound offers, on a time-limited basis, a

fully functional evaluation copy of Intella™ that does not require a dongle.

As a result, please be aware of the following restrictions and conditions when

installing Intella™.

Virtual machines
The evaluation version of Intella WILL NOT run in a virtual machine (VM)
environment. A “stand-alone” machine is required. This applies only for the

evaluation version. Intella will run in a VM environment using a dongle.

EnCase and other HASP protected software

Vound, Guidance Software, and others protect their intellectual property rights
using the same HASP SRM software. As a result, a conflict will occur if you
attempt installing Intella while EnCase or other HASP protected software is
running. Therefore, it is necessary to close EnCase or other HASP protected
software before installing Intella. Once Intella is installed on your computer, both

products may run at the same time.

Anti-virus software
Certain anti-virus software, specifically AVG, have prevented or interfered with
the installation of Intella. Therefore it is recommended that you disable any anti-

virus software while installing Intella.

If you encounter a HASP-related error or conflict and are unable to
proceed with the installation, please contact Vound Support at:

support@vound-software.com.
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1 Before installation

Following are the minimum recommended hardware and software

requirements for optimal performance of Intella:

e Operating systems
Intella is supported on the following operating systems:
Windows 2000, 2003, XP, Vista, Windows 7.

*  Hardware configuration
The minimum hardware configuration is Intel Pentium 4 CPU,
2 GHz with 2 GB RAM. Recommended hardware configuration is
Intel Core Duo CPU with 4 GB RAM.

e NSF files
In order to index IBM® Lotus Notes® NSF files, Lotus Notes 8.5 or
higher is required. Simply download and install the Lotus Notes
trial version and have it available on the computer, unused. When
indexing, Intella will access the required portions of Lotus Notes.

Vound uses HASP Software Rights Management software and a USB dongle
to protect its intellectual property. There are two types of HASP SRM
licenses available with Intella:

*  Evaluation License
The evaluation version of Intella is a time-limited, fully
functional version of Intella. It automatically expires after 14
days of use. The license is included in the evaluation copy

download.
e Commercial License requiring a USB dongle

At the purchase of Intella, an Intella dongle will be provided to
enable use of Intella™.
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2

Downloading and
installing Intella

A fully functional, current version of Intella can be obtained by visiting the

Vound website at www.vound -software.com. Complete the download

request form at: http://www.vound - software.com/download - request

After review and approval of the request by Vound (for spam prevention

and intellectual property protection issues) you will be sent an email with

the download link and instructions.

1.

Download Intella from the provided link.

Double-click the downloaded .exe file to launch the Intella installer.

Accept the software license when prompted.

The default location to store Intella application files is:
C:\Program Files\Vound\Intella.When prompted, either
accept the default or make your own preferred assignment. All files
will be extracted to that location and an Intella shortcut will
(optionally) be placed on your desktop and in your Start menu.

The application folder contains an executable called “Intella.exe”
that can be used to launch the application. The desktop icon and

Start menu shortcut will also start the executable.

Intella™ will launch and open with the Case Manager window
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3 Setting up a case

The Case Manager window is the first @ inteila Cose Wanagor EEX]
window that appears when Intella is a Intella Votind
1aunched. USlIlg the Case M anager WindOW Case Description Data directory | Creationd...| Investigator New...
you may: s Tt CAeamnts o SO . bt

e Add a new case

e Browse for previously created and

saved cases and open them
* Remove and edit a case o

To create a new case, in the Case Manager window:

1. Select “New...”
2. Assign the new case a name & Create new case X
3. Optionally, enter a description EE X
4. By default Intella™ will place ALL i
case-specific data in a folder located Investigator | John

here: C:\Documents and

Data folder C:\Documents and Settings) <username >\Application Data\Intellalc

Settings\<username>\
Appl ication [¥] Open case immediately

DatalIntellal\cases\demo

Alternatively, you may, using

“Browse...” select another location (including a thumb drive, etc.)
5. Select “Open case immediately”

When you click “Ok” Intella will set up the case

The next screen will be the “Add New Source” screen

Note: The default location is: C:\Documents and

Setting\<username>\Application Data\ Intellal\cases\
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4 Adding sources

Sources are added to Intella with the “Add @ Add New Source &
New Source” wizard. You can start this Source Type Votnd
WiZ ard by Clicklng CTRL +N. Select the type of source you want to explore:

5 Ij (%) Folder

Select the source type you want to index

from the following source types: 3] Osoutonkte e, 03
. Fol der 8 (O M5 Outlook Express DBX file
*  MS Outlook file (PST, OST) [ Cen el
e MS Outlook Express DBX file 0 Omeoxtie
* Lotus Notes NSF file 3 O map sz
e  Mbox file

e IMAP account

Tip |: If you have a folder of user created files, such as MS Word documents, MS

PowerPoint presentations, PDF's, and MS Excel spreadsheets, select “Folder”.

Tip 2: If you have multiple email archive files, for example a collection of PST files
in a folder, select “Folder” and Intella™ will index the contents of the email

archive files automatically.

Tip 3: It is also possible to index a folder containing a combination of user created

files and email archive files.

The wizard will ask you the following questions (example given for File
source types):

1. Specify Folder: Enter the location and name of the file or folder that
you would like to investigate.
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2. Size Limit: Specify the maximum allowable size for the files to be
included.

3. Source Name: Next, you are requested to enter a name for the
source.

4. Hashes & Duplicates:

a. MDs5 hashes will enable Intella to filter duplicates from the
search results.

b. The Calculate number of copies option lets you see the number
of copies for each indexed item. It requires MD5 hashes to be
calculated.

c. The Calculate near-duplicate hashes option lets you retrieve
results that are very similar to a selected result.

5. Options:
a. Select Index archives if you want Intella to index STEER S
files inside archives such as ZIP and RAR files. :J“&":'fo’l;:x:“’s’;‘f;s
b. Select Index images inside documents if you want 2l Doaments 5
to extract images embedded in MS Office and i :::; :
OpenOffice documents to make these images PST fie v
separately searchable and viewable.
c. Select Cache images if you want to see images in
the Thumbnail viewer.
6. Completed Source Definition: You may optionally start
indexing the source. This is required in order to be able
to search and explore the files in this source.
After completion, the source is added to the list in the Sources Sk el
panel. Each source has a check box next to its name, indicating & Addew..
whether the source is currently used for queries. Uncheck this ;{; :; ::rac"es

box if you temporarily do not want to receive any results from

this source.
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5 Explaining the main
window

Search panel is the
place to enter a word

or phrase to search for. Cluster Map panel

shows how search

= ~ results are connected ——————
T(ase-lmellat} r to PaFES Ef the quEF}’
j Update notification: di

File Sewges View Export Help
— e — — [—\*
Search Cluster Map @ II ﬁ- ﬁ

‘Find E

Searches
, see 344 X
’ A @, find 155 X%
Includes
% Keyword Suggestions
@, Keyword Lists Excludes
I Tags
MDS Hash stop
13 Source
) Location
(¥) Date
<" Type
& Author
5 Email Address . |
Language Fac Panel shows a Selectio panel
Size " $Tee h ’ ri
i Features list of facets. The facet shows user’s queries.
—— Wf of a selected ‘
(] Important (4) = —
1 priviliged (7) facet are.shown below S resuksa W ) ) 0 D -
CJ Related (1) the fﬂc%ﬁst. Mame Title / Subject ~ Type Content La... | Tags Source Co... | Encrypted
1 [HPforGrownups] Re: JKR's |... Email Message Mar 30, 200... Priviiged (1 Outlook PST file ~
a2 |l [indianstockmarket] MUCH S...  Email Message Mar 30, 200... Related () Outlook PST file .
O 3 01.the demise of .2 PDF Document Jun 19, 200... Priviliged <] Evidence files | 2
4 heso1.pdf 01.the demise of selling.2 PDF Document Jun 19, 200... important ] Evidence files
O s hes10.pdf 10.0pp-get out issues.2 PDF Document Feb 28, 200... important qj Evidence files
O s hes13.pdf 13.0pp-impact soft.2 PDF Document: Feb 28, 200... important ] Evidence files
7 hes16.pdf 16.take away the solution.2  PDF Document Feb 28, 200... Priviiged :{j Evidence files
O s 19 new messages in § topics... Email Message Mar 30, 200... Priviiged (1 Outlook PST file .
O 9 hes21.pdf 21.decision process.2 PDF Document Feb 28, 200... important qj Evidence files Detalls " nel Shows a
[J 1w 21 new messages in 7 topics... Email Message Mar 30, 200... Priviiged (1 Outlook PST file ry ry
[J 11 hcs2z.pdf 22.how from the who.2 PDF Document Feb 28, 200... Priviiged ] Evidence files table, Ils,t!; humbnall or
12 heszdodt 23.exact solution.2 EDF Document Fcb 26.200,.. Priviioed 4 Evidence files timeline view of the
results in a selected
Sources panel shows cluster.
all sources indexed by
Intella.
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6 Explaining the
previewer

Previewer window:

| ) [I-l’forwanups] Re: JKR's lesson on prejudice table is double: gﬁkq

lofSB
Review | Explore Produce

\ N
Previewer a tloi‘n_;' ® | %

1
Previous Next Tag
click Review, Explore v
or Produce to see i Tag
Previewer actions oot b 2.co.uk> =]
To: Ll ups@yahoogr com 9
o ; e com @
Subject: [HPforGrownups] Re: XR's lesson on prejudice 9
Sent: 9 January 2008 11:52 PM Item summary: @
Received: 9 January 2008 11:52 PM shows summary of a9
Source:  Outlook PST file important information @
Location:  Top of Personal Folders{Inbox/ related to the item. @
Tags: important W
Contents (6) Headers (1) | Properties |
== In HPforGrownups@yahoogroups.com, "dumbledore11214" <dumbledorel 1214@...> lad
wrake:
Geoff
Item tab : From my perspective, Ithink this is a case of six of one and half
inspectanitem’s 90 back and read the inial
contents, headers, —
. 5 5 bebwesn Draco and Harry, the more I see the results of their
properties, - ... ccodtionng. The more I lament the outcome. —
attachments, and
thumbnails. -
2 Alla;
>
> I snipped rather randomly, but I think I am replying to your other —
> points as well. Oh well, anybody can go upthread and read them :)
>
> The bottom line For me though is whether you (hypothetical you) can |
> find anything that you can LIKE in anything what Draco said to Harry
g [nthat scene. Search term hit: il
Found keywords: look, see, find Location of search

terms in the text.
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7 Searching data

. . Search g d
1. To search for text, enter a query in the Search panel, and click =
the Search button. £ seach + | [ Agomons]

Searchin:
Text
Title / Subject
Summary & Description
Path &File Name
Authors & E-mail Addresses
Message Headers

Check / uncheck all

Tip: Click the blue question mark in the upper right corner of the panel, to

see the "Keyword Search Quick Reference", an overview of all the operators

(AND, OR, NOT, fuzzy, proximity and more) available to you.

2. Besides keyword searching, the indexed items can be browsed — “Besa

=T =

by facets, which represent specific item properties.
() Date & Time

& Type

. . . . 5 People

Every facet organizes the items into groups (possibly > Language d

= Size v

hierarchical) depending on a specific item property.

-] Downloads -
=] File Server R&D
(] Semantic browsing
() sesame
(] Spectacle
(] User Manual
- () visualisation
= imap3288.nsf
(J Tnbox
0] Tunk

Search

3. The Cluster Map shows search o

results in a graphical way. You
see how results are linked to

parts of your question. The
overlap is usually shown in the
center of the map.
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8 Browsing results

Intella's details panel allows you to show results in four different views:
Table, List, Thumbnails and Timeline.

1. Table view: See results in a
multi-column table. Add
columns from a list, if you
like.

[PATCH ke o
Res (PATCH sk rber

2. List view: See a conventional [ —

search results list.

Dec03, 2009 161649

b 123456783 mexs -

3. Thumbnails view: See

thumbnails of images in a
selected cluster.

|| Db ... [omat [iordinedai.. Thoodo13ps  VIATOOMeSE [ fordimedath..

4. Timeline view: See email
o ] — p—— e TG ™
communication lines. o mn e

190329 1314535 an 1
1o e om0 | 2w | 287 | Gy | i w2z | 226 | 1228 1

Rk Farcn (1) ] [}
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9 Seeing relations

The Cluster Map shows search results in a graphical way. Since the Cluster
Map is a rather new way of presenting search results, this chapter helps you
understanding it.

Chuster Map - m\’) AN m '
Cluster with 358
SN .. . Control buttons
| Label or A see i  control the
Results set === appearance of the
e Cluster Map.
4, find 186
[ccenpey

Selections panel
shows a list of results
sets.

Cluster connected to
two results sets.

The figure above shows labels, clusters and items. The larger spheres are
clusters. They represent groups of items. Clusters contain smaller spheres
that represent individual items, like emails and files. Parts of the query,
shown as labels, organize the map. Every cluster is connected to one or
more labels.

Note: When a cluster contains more than 250 item:s, it is displayed as a single
sphere labeled with the number of items. The individual items are hidden. This

prevents clusters with large number of items from disturbing the usability of the

Cluster Map.
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10 Tagging results

(i» Add tags to 107 items }
=1
Add a new tag: Choose existing tags:
| Important Defined Tags shows a
F [] Priviiged list of tags. Select a tag

Description Loptional): t
esciglr-on=) [] Related name to tag items.

New Tag

Define new tag with a
name and an optional
description.

W

”

When you select one or more items from the results table and open the
context menu (right mouse click), you can tag these items by selecting “Add
tags...”. You can also tag an item directly in the previewer window: Go to
the Review tab and use the Tag button.

In the “Add tags” dialog you can select already defined tags, or define a new
tag with optional description. By clicking “OK” the marked tags are linked
to the selected items.

The tag functionality is also available in the Cluster Map: Right-click on a
cluster or label and select “Add tags...” from the context menu.

Tip |: You can find all your tagged items in the "Tag" facet in the facet panel on
the left hand side of the screen. Select the desired tag name, click the Search

button and a cluster with items that have the selected tag is displayed.

Tip 2: You can find all the items that are tagged in the “Features” facet in the facet

panel. Select “Tagged”, click the Search button and all the items that are tagged

are displayed.
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11 Exporting results

(= 1
~
& Exporting 58 results...
Destination Folder
Ci\Documents and Settings)Jeroen Wester
Destination folder
Export to folder Place where items
[T Keep location structure from the results list
are exported to.
Export ta PST
D Keep location structure Il
File name export, pst
Display name  Intella export . Options
ol = Export to folder, to a
" PST file or to a PDF
file.
[] Keep location structure ‘
7] Include embedded items
Create a report
Report type lRich Text Format (*.rtf) E]
RePOVt File name Report.rtf
Optlon to cnegtean Comnent (optional) | Results of case 1
export report that
lists the items
exported

1.  When you right-click selected items in the table, you can export the
complete result of your search (including all the documents in the
table) to a location (a file) by selecting “Export Result List” in the
context menu (also available in the menu: Export > Export Result
List...).

2. Select a location for the file in the file selector dialog and/or select
that you want to export the results to a PST file for transport.

3. Specify whether you want to create a report for this export. You
must specify a file name and select a file type (RTF or PDF) and you

can add a comment.
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